Information Security Specialist
Who we are
Valeyo is a leading Canadian-based solutions provider to the financial services
industry. In addition to being a leader in loan origination technology, we are a
trusted distributor for industry-leading carriers and service providers across
Canada, whose products strengthen our proprietary technologies and expand our
suite of lending and insurance solutions. With more than 40 years of business
excellence behind us, Valeyo unites a diverse group of insurance, technology,
business, and marketing professionals with a common purpose: to help our clients
thrive through strong partnerships. Through the combination of our services-driven
vision and distribution expertise, we can push further and faster to provide our
clients with a broader range of financial solutions for their customers.
As an organization, we subscribe to the concept of winning as a team, working
together, and implementing the best ideas put forward. Guided by our core values
of accountability, partner-centricity, teamwork & collaboration, results-orientation,
integrity, and passion, we take a unified approach to achieving our shared purpose:
To help our clients thrive through strong partnerships.
About the role
Insert paragraph about the job role here.
What you will do
The Information Security Specialist needs to be able to drive the following:
•
•
•
•
•
•
•
•
•
•

Oversee and Drive SOC 2 certifications with auditor and Valeyo team
Oversee and Drive security assessments with auditor and Valeyo team
Key resource in Business Continuity Planning in partnership with IT and
Risk teams
Support build out and maintenance of IT risk register
Making plans for disaster recovery in case security is breached
Driving table top exercises
Drive checklist for preparedness for security breaches
Proactively assess Valeyo’s security measures
Develop and maintain security policies and procedures in partnership with
Infosec Team
Researching emerging threats and the safeguards that can provide
protection
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•
•

Studying devices and implementing the best security protocols for
everything from cell phones to laptops
Other duties as assigned

What you bring
•

A Bachelor's degree in computer science and/or cyber security

•

CISSP, CISM or equivalent certifications

•

Experience with NIST Framework

•

CSSLP and CRISC Nice to Have

Skills and Experience
•

Strong compliance background. This translates into the ability to effectively
assist compliance auditors if and when needed, as well as having
experience with the NIST framework

•

Identify and Access Management

•

Technology and Financial Services Industry Background

•

Software Engineering Background Nice to Have

Personal Attributes
1. Attention to Detail
2. Work in digital and remote environment
3. High ownership, passion and work with sense of urgency.
4. Strong communications skills
5. Strong analytic skills
6. Strong work ethic with aptitude to innovate and grow within constraints
7. Adaptable
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The Valeyo Way:
Through collaboration and innovation, everything we do at Valeyo is focused on
people - those we help and those we hire.
It’s #thevaleyoway to empower our people with autonomy to make decisions that
align with our values, to treat each other with compassion focusing on what we can
accomplish as a team; and to recognize our individual and collective efforts.
We share a passion and drive for success and are proudly diverse team.
Embracing our differences enhances everything we are involved in from our social
awareness as an organization, to our creative problem solving, to the communities
we support.
We offer our team the best of both worlds: a fast-paced, innovative environment
and an established organization. This includes:
●

A healthy, fulfilling work-life balance through a flexible hybrid work model,
a Health and Personal Spending Account, plus the comprehensive benefits
and perks of a financially stable organization including Group Retirement
Savings Plan (RRSP) with a company match for Deferred Profit Sharing
Plan (DPSP) and a generous paid-time-off policy including vacation,
personal/sick time, wellness day and statutory holidays.

●

A continuously evolving people-first environment that takes time to have
some fun (virtual team building events including scavenger hunts, charity
drives, FitBit challenges, photo challenges, virtual social events, including
team lunches, and once we’re able to safely do so, awesome potlucks,
costume competitions, and karaoke battles) while providing access to
professional development opportunities through training and educational
assistance programs.

●

A bigger than us outlook. Valeyo is committed to conducting its business
activities in responsible manner with emphasis on those that are most
relevant to our business: including ethical behavior, concern for employee
health and safety, care for the environment and respect for the
communities we serve.

If you have 70% of the qualifications we are looking for and want to be part of
success, we encourage you to express your interest. We can’t promise it will be a
fit, but we do promise to consider your experience. Apply now.
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Valeyo is committed to providing a barrier-free work environment. As such, Valeyo
will provide reasonable accommodations available to applicants with disabilities
upon request during the recruitment process.
Please contact careers@valeyo.com for accommodation requests.
Valeyo is an independently operated subsidiary of Securian Financial Group, a Fortune 500 company
and one of the largest providers insurance, retirement and investment products and services in North
America.
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